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Introduction and scope
Purpose and scope
This Privacy Management Plan (Plan) is prepared in accordance with Part 3, Division 2 of the
Privacy and Personal Information Protection Act 1998 (NSW) (Privacy Act).
It sets out how Infrastructure NSW (INSW) collects and manages personal and health information,
in compliance with the requirements of the Privacy Act and the Health Records and Information
Privacy Act 2002 (NSW) (Health Records Act).
Specifically, the Plan addresses:
a) how INSW develops policies and practices to ensure compliance with the requirements of
the Privacy Act and the Health Records Act;
b) how INSW trains its employees on those policies and practices;
c) INSW's internal review procedures; and
d) other matters which INSW considers relevant in relation to privacy and the protection of
personal information which it holds.
This includes explaining how individuals can contact INSW to access and/or correct their personal
and health information and what they can do if they feel that we have breached our obligations in
respect of their information.
However, nothing in this Plan affects the operation and/or interpretation of the Privacy Act, the
Health Records Act or any applicable privacy code or legislation. It does not create or alter any
obligation at law which INSW may have.
Application
The Privacy Act, the Health Records Act and this Plan applies to:
a) INSW employees; and
b) consultants and contractors of INSW.
INSW will ensure that all such persons are made aware of their responsibilities under these
instruments and any other applicable policy.
Monitor and review
The Plan is monitored on a regular basis and any changes needed to reflect new systems or
processes, legislative amendments or advice from the NSW Privacy Commissioner will be made
as soon as practicable.
In addition, INSW will undertake a formal review of the Plan every three years.
The Plan was last reviewed in November 2019.
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About INSW
Background
INSW was established in 2011 under the Infrastructure NSW Act 2011 to assist the NSW
Government in identifying and prioritising the delivery of critical public infrastructure for NSW.
INSW has an advisory Board and its Chief Executive Officer reports to the Premier.
Under the Infrastructure NSW Act 2011, INSW is responsible for:
•

developing the 20-year State Infrastructure Strategy and Five Year Infrastructure Plans;

•

preparing sectoral State infrastructure strategy statements;

•

preparing project implementation plans for major infrastructure projects;

•

reviewing and evaluating proposed major infrastructure projects by government agencies or
the private sector and other proposed infrastructure projects;

•

overseeing and monitoring the delivery of major infrastructure projects and other
infrastructure projects identified in plans adopted by the Premier;

•

carrying out or being responsible for the delivery of a specified major infrastructure project
in accordance with an order of the Premier;

•

assessing the risks involved in planning, funding, delivering and maintaining infrastructure,
and the management of those risks;

•

providing advice to the Premier on economic or regulatory impediments to the efficient
delivery of specific infrastructure projects or infrastructure projects in specific sectors;

•

providing advice to the Premier on appropriate funding models for infrastructure;

•

co-ordinating the infrastructure funding submissions of the State and its agencies to the
Commonwealth Government and to other bodies;

•

carrying out reviews of completed infrastructure projects at the request of the Premier; and

•

providing advice on any matter relating to infrastructure that the Premier requests.

On 1 July 2019, under the State Revenue and Other Legislation Amendment Act 2019, the assets,
rights and liabilities of the UrbanGrowth NSW Development Corporation were transferred to INSW
and INSW is taken to be a development corporation for the purposes of Part 3 and sections 27, 30,
32, 33 and 41 of the Growth Centres (Development Corporations) Act 1974. INSW is responsible
for exercising development corporation functions in relation to growth centres for which the former
UrbanGrowth NSW Development Corporation was responsible prior to 1 July 2019: RedfernWaterloo, Granville, Cooks Cove, Parramatta North Urban Transformation and the Bays Precinct.
On 1 July 2019, under the State Revenue and Other Legislation Amendment Act 2019, INSW
became responsible for statutory functions under the Barangaroo Act 2009, including:
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•

promoting, procuring, facilitating and managing the orderly and economic development and
use of Barangaroo, including the provision and management of infrastructure;

•

promoting, procuring, organising, managing, undertaking, securing, providing and
conducting cultural, educational, residential, commercial, transport, tourist and recreational
activities and facilities at Barangaroo;
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•

developing and managing the Barangaroo Reserve and public domain so as to encourage
its use by the public and to regulate the use of those areas;

•

facilitating and providing for appropriate commercial activities within the Barangaroo
Reserve and public domain that are consistent with their use for cultural, educational and
recreational activities and the use and enjoyment of those areas by the public;

•

promoting development within Barangaroo that accords with best practice environmental
and town planning standards, is environmentally sustainable and applies innovative
environmental building and public domain design;

•

liaising with Government agencies with respect to the co-ordination and provision of
infrastructure associated with Barangaroo; and

•

undertaking the delivery of infrastructure associated with Barangaroo or that relates to the
principal functions of INSW under the Barangaroo Act 2009.

Personal and health information
Personal information
Section 4 of the Privacy Act defines personal information as 'information or an opinion (including
information or an opinion forming part of a database and whether or not recorded in a material
form) about an individual whose identity is apparent or can reasonably be ascertained from the
information or opinion'.
The Privacy Act also provides examples of the type of information that is not personal information.
For example, personal information does not include:
•

information about an individual who has been dead for more than 30 years;

•

information about an individual that is contained in a publicly available publication; and

•

information or an opinion about an individual’s suitability for appointment or employment as
a public sector official.

This list is not exhaustive.
Health information
a) Section 6 of the Health Records Act defines health information as:
personal information that is information or an opinion about:
o

the physical or mental health or a disability (at any time) of an individual;

o

an individual’s express wishes about the future provision of health services to him or
her; or

o

a health service provided, or to be provided, to an individual;

b) other personal information collected to provide, or in providing, a health service;
c) other personal information about an individual collected in connection with the donation, or
intended donation, of an individual’s body parts, organs or body substances;
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d) other personal information that is genetic information about an individual arising from a
health service provided to the individual in a form that is or could be predictive of the health
(at any time) of the individual or of a genetic relative of the individual; or
e) healthcare identifiers, but does not include health information, or a class of health
information or health information contained in a class of documents, that is prescribed as
exempt health information for the purposes of the Health Records Act generally or for the
purposes of specified provisions of the Health Records Act.
Personal and health information collected and held by INSW
INSW collects and holds different kinds of personal and health information in order to conduct its
functions.
Personal and health information collected by INSW about employees may include, but is not
limited to, payroll information, leave data, personal contact information, accident/incident reports,
remuneration details and health information (such medical certificates, disclosures of pre-existing
medical conditions, drug and alcohol tests, medical reports and workers compensation claims).
INSW also collects information about individuals obtained during tender processes, in the course of
developing and managing business relationships and when people contact us with enquiries and
complaints. This can include names, contact details, opinions, health conditions and illnesses,
family relationships, housing or tenancy information, work history, education and criminal histories.
There is an important distinction between solicited and unsolicited information. For the purposes of
the Privacy Act, personal information is not collected by a public sector agency if the receipt of the
information by the agency is unsolicited.
However, personal information is held by INSW if:
a) INSW is in possession or control of the information;
b) the information is in the possession or control of a person employed or engaged by INSW
in the course of their employment or engagement; or
c) the information is contained in a State record which INSW is responsible for.
There is no distinction between solicited and unsolicited information for the holding of information.
Relevantly, some of the principles under the Privacy Act and Health Records Act apply to the
collection of information while others apply to the holding of information.
Principles
The Privacy Act protects personal information held by public sector agencies by means of 12
principles. The principles are:
a) Collection of personal information for lawful purposes;
b) Collection of personal information directly from individual;
c) Requirements when collecting personal information;
d) Other requirements relating to collection of personal information;
e) Retention and security of personal information;
f) Information about personal information held by agencies;
g) Access to personal information held by agencies;

6

February 2020

h) Alteration of personal information;
i)

Agency must check accuracy of personal information before use;

j)

Limits on use of personal information;

k) Limits on disclosure of personal information; and
l)

Special restrictions on disclosure of personal information.

The Health Records Act contains 15 principles, many of which are similar to those in the Privacy
Act.
Set out below is a summary of how INSW and its employees, consultants and contractors are to
collect and manage personal and health information, in line with the Privacy Act and the Health
Records Act.
Why we collect personal and health information
We only collect personal and health information if:
a) it is collected for a lawful purpose that is directly related to a function or activity of INSW;
and
b) the collection of the information is reasonably necessary for that purpose.
Who we collect personal and health information from
We collect personal and health information directly from the individual to whom the information
relates, unless:
a) the individual has authorised the collection of the information from someone else;
b) in the case of information relating to a person who is under the age of 16 years, the
information has been provided by a parent or guardian of the person; or
c) in the case of health information, it is unreasonable or impracticable to do so.
Guidelines relating to privacy law in NSW can be found here:
http://www.ipc.nsw.gov.au/sites/default/files/file_manager/Fact_Sheet_privacy_20150122.pdf
Requirements when collecting personal and health information
When we collect personal and health information we must take reasonable steps to ensure that,
before the information is collected or as soon as practicable after collection, the individual
concerned is made aware of:
a) the fact that the information is being collected;
b) the purposes for which the information is being collected;
c) the intended recipients of the information;
d) whether the supply of the information by the individual is required by law or is voluntary,
and any consequences for the individual if the information (or any part of it) is not provided;
e) the existence of any right of access to, or correction of the information; and
f) the name and address of the agency that is collecting the information and the agency that
is to hold the information.
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This ensures that when people are asked to provide their personal information to INSW they are
given enough information in order to exercise any rights that they may have under the Privacy Act.
This could enable the person to decide not to provide the information in the first place.
Guidelines relating to the collection of health information can be found here:
http://ipc.nsw.gov.au/health-privacy-principles-hpps-explained-members-public
How we collect personal and health information
When we collect personal and health information we must take reasonable steps to ensure:
a) the information collected is relevant to the purpose for which it is collected, is not excessive,
and is accurate, up to date and complete; and
b) the collection of the information does not intrude to an unreasonable extent on the personal
affairs of the individual to whom the information relates.
We must not take unreasonable methods to gather personal information.
How we store and secure personal and health information
Once we have collected personal and health information, we must ensure:
a) the information is kept for no longer than is necessary;
b) the information is disposed of securely;
c) the information is protected against loss, unauthorised access, use, modification or
disclosure, and against all other misuse; and
d) if it is necessary for the information to be given to a person in connection with the provision
of a service to INSW, we must take steps to prevent unauthorised use or disclosure of the
information by that person.
The level of security that may be appropriate will depend on the nature of the personal and health
information and the medium in which it is stored.
It is important to note that this does not mean that personal information should be destroyed or
disposed of when they are no longer useful – compliance with the provisions of the State Records
Act 1998 (NSW) may be relevant.
Objective is INSW’s records management system. Objective manages both physical and electronic
files. A disposal schedule is applied at the file level. Access to files is based on privileges. Access
is role based, hence employees are only given access if required for their role.
Transparency around the holding of personal and health information
We must be transparent about the personal and health information which we hold. In particular,
we must enable any person to ascertain:
a) whether the agency holds personal information;
b) whether the agency holds personal information relating to that person; and
c) if we do hold personal information relating to that person:
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o

the nature of that information;

o

the main purposes for which the information is used; and
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o

the person's entitlement to gain access to the information.

Access to personal and health information we hold
People have a right of access to their personal and health information. Accordingly, we must, at
the request of the individual to whom the information relates and without excessive delay or
expense, provide the individual with access to the information.
Before such information is provided, we must make proper enquiries to confirm the identity of the
individual who has requested the information – unless an exception exists (discussed below)
information must only be provided to individuals to whom the information relates.
Correction of personal and health information
We must, at the request of an individual to whom personal and health information relates, make
appropriate amendments to ensure that the information which we hold is accurate, relevant, up-todate, complete and not misleading.
Similarly, before any corrections are made we must make proper enquiries to confirm the identity
of the individual who has requested the correction.
If we are not prepared to amend the information, the individual's request for an amendment should
be attached to the information requested to be changed.
Maintaining accuracy of personal and health information
Before using personal and health information we must take reasonable steps to ensure that the
information is relevant, accurate, up-to-date, complete and not misleading.
While it will depend on the particular circumstances, some factors which should be taken into
consideration when determining what steps are reasonable include:
a) whether the information has recently been updated;
b) the manner in which the information was obtained;
c) the purpose for which the information was collected;
d) the purpose for which the information is used;
e) the sensitivity of the information; and
f) the effort and cost in checking the information.
What limits are there on the use of personal and health information
INSW must only use personal and health information for the purpose for which it was collected,
unless:
a) the individual consents to the use of the information for another purpose;
b) if the information is not health information, the other purpose is directly related to the
primary purpose;
c) if the information is health information, the other purpose is directly related to the primary
purpose and the individual would reasonably expect us to use the information for that other
purpose; or
d) we believe the use is necessary to prevent or lessen:
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o

a serious and imminent threat to the life or health of the individual concerned or of
another person; or

o

in the case of health information, a serious threat to public health or public safety.

It is important to note that use refers to the treatment and handling of personal information within
INSW. It does not include disclosure to a third party.
A statutory guideline on consent relating to the use and disclosure of personal and health
information can be found here:
http://www.ipc.nsw.gov.au/sites/default/files/file_manager/Consent_Fact_Sheet_Final.pdf
What limits are there on the disclosure of personal and health information
Subject to the below (special restrictions), we may only disclose personal and health information
about an individual to a third party:
(i) the individual consents to the disclosure of the information for another purpose;
(ii) if the information is not health information, the disclosure is directly related to the purpose
for which the information was collected and we have no reason to believe that the individual
concerned would object to the disclosure;
(iii) if the information is not health information, the individual concerned is likely to have been
aware, or has been made aware, that the information is usually disclosed to that third party;
(iv) if the information is health information, the disclosure is for the purpose for which the
information was collected, or it is directly related to the primary purpose, and the individual
would reasonably expect us to disclose the information for that secondary purpose; or
(v) if we believe the use is necessary to prevent or lessen:
o

a serious and imminent threat to the life or health of the individual concerned or of
another person; or

o

in the case of health information, a serious threat to public health or public safety.

A statutory guideline on consent relating to the use and disclosure of personal and health
information can be found here:
http://www.ipc.nsw.gov.au/sites/default/files/file_manager/Consent_Fact_Sheet_Final.pdf
Special restrictions on the disclosure of personal and health information
Special restrictions apply to certain types of information. In particular, we must not disclose
personal information relating to an individual's ethnic or racial origin, political opinions, religious or
philosophical beliefs, trade union membership, health or sexual activities unless the disclosure is
necessary to prevent a serious or imminent threat to the life or health of the individual concerned or
another person.
There are also limitations on disclosure outside New South Wales or a Commonwealth agency.
Relevantly, we must not disclose personal or health information to any person or body who is in a
jurisdiction outside New South Wales or a Commonwealth agency unless:
(i)
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the individual concerned consents;
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(ii)

a privacy law which contains principles similar to those in paragraph 3.4 above applies in
that jurisdiction;

(iii)

it is necessary for the performance of a contract between INSW and the individual or the
performance of a contract between INSW and a third party which is in the interest of the
individual;

(iv)

it is for the benefit of the individual, it is impracticable to obtain the consent of the
individual and it is likely that the individual would have given their consent;

(v)

the disclosure is permitted under a privacy code of practice;

(vi)

we believe that the disclosure is necessary to prevent or lessen a serious and imminent
threat to the life or health of the individual concerned or another person;

(vii) we have taken reasonable steps to ensure the information won’t be held, used or
disclosed by the recipient in a manner that is inconsistent with the principles in paragraph
3.4 above; or
(viii) if it is permitted or required by legislation or any other law.
A statutory guideline on transborder disclosure can be found here:
http://www.ipc.nsw.gov.au/sites/default/files/file_manager/2016.06.30%20s19%20Transborder%20
Guidance.pdf
The use of identifiers and the linkage of health records
We can only assign identifiers (e.g., numbers) about health information to individuals if it is
reasonably necessary to enable us to carry out our functions efficiently. Presently we do not use
unique identifiers for health information, as we do not need them to carry out our functions.
In addition, unless we have the consent of the individual, we must not include health information
about an individual in a health records linkage system or disclose an identifier of an individual to
any person if the purpose of the disclosure is to include health information about the individual in a
health records linkage system.
Exemptions
Compliance with the principles in paragraphs 3.4 above is subject to certain exemptions. A full list
of the exemptions can be found in Part 2, Division 3 of the Privacy Act and in Schedule 1 of the
Health Records Act.
Some of the exemptions most relevant to INSW are:
a) if the information is unsolicited information;
b) if the information is collected in connection with proceedings before a court or tribunal;
c) if non-compliance is necessary to assist another public sector agency that is an
investigative agency in exercising its investigative functions;
d) if compliance would prejudice the interests of the individual to whom the information relates;
e) if we are lawfully authorised or required not to do so;
f) if non-compliance is authorised or required by a subpoena, warrant or statutory notice to
produce;
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g) non-compliance is permitted (or is necessarily implied or reasonably contemplated) by
another law (including the State Records Act 1998 and the Government Information (Public
Access) Act 2009); or
h) if the information is sent between public sector agencies under the administration of the
same Minister for the purposes of informing that Minister about any matter within that
administration.
Importantly, the exemptions are particular to certain principles – some principles do not enjoy any
exemptions.

Other matters
Public Registers
INSW is required to provide the following information to the public:
a) a disclosure log of information previously released in response to formal access
applications under the Government Information (Public Access) Act 2009 (NSW) that may
be of interest to other members of the public; and
b) a register of contracts with a value of $150,000 or more that INSW has with private sector
organisations and which are required to be disclosed under the Government Information
(Public Access) Act 2009 (NSW).
Offences
Sections 62 to 68 of the Privacy Act set out a number of offences relating to the collection and
management of personal information. For example, it is an offence to:
a) intentionally disclose or use personal information for an unauthorised purpose;
b) offer to supply personal information that has been disclosed unlawfully; and
c) hinder the Privacy Commissioner or a member of employees from doing their job.
Similar offences exist in Part 8 of the Health Records Act. Under the Health Records Act, it is also
an offence to prevent or attempt to prevent an individual from making or pursuing a request for
access to health information, a complaint to the Privacy Commissioner or a review under the
Privacy Act.

Review rights and complaints
Internal review
Individuals (including employees) who are aggrieved by our conduct relating to the collection or
management of personal or health information have the right to seek an internal review of our
conduct.
An application for review must be in writing to the Executive Director Corporate Services and be
made within six months of the time the applicant first became aware of the conduct. A review form
is available on the website for the New South Wales Information and Privacy Commission

12

February 2020

(www.ipc.nsw.gov.au). In appropriate circumstances, we may exercise our discretion to accept an
out of time application.
Once a request has been made, it will be allocated to the General Counsel, unless the General
Counsel was involved in the conduct which is the subject of the review – in which case the
Executive Director Corporate Services will appoint an appropriate person to conduct the review.
The General Counsel, or another person appointed to conduct the review, will notify the Privacy
Commissioner of request for a review and will keep the Privacy Commissioner informed throughout
the review, including of its findings and proposed action. While we may ask the Privacy
Commissioner to undertake the internal review on our behalf, in most instances we will conduct the
review internally. In any case, the Privacy Commissioner is entitled to make submissions to us
regarding his or her view of the matter.
We will aim to complete the review within 60 calendar days and within 14 days of completion we
will notify the applicant in writing of:
a) the findings of the review (and the reasons for those findings);
b) the action proposed to be taken by us (with reasons); and
c) the right of the applicant to have those findings, and the agency’s proposed action,
reviewed by NCAT (see below).
External review
An applicant may seek an external review of our conduct relating to the collection or management
of personal or health information if they have sought an internal review and either:
a) they disagree with our decision; or
b) they were not notified of a decision within 60 days from the date of their request for an
internal review.
An application for external review can be made to the NSW Civil and Administrative Tribunal
(NCAT). Generally, applications will need to be made within 28 days from the date of the decision
of the internal review.
On reviewing the conduct, NCAT may decide not to take any action on the matter, or it may make
one or more of the following orders:
a) an order requiring INSW to pay to the applicant damages not exceeding $40,000;
b) an order requiring INSW to refrain from any conduct or action in contravention of an
information protection principle or a privacy code of practice;
c) an order requiring the performance of an information protection principle or a privacy code
of practice;
d) an order requiring personal information that has been disclosed to be corrected by INSW;
e) an order requiring INSW to take specified steps to remedy any loss or damage suffered by
the applicant;
f) an order requiring INSW not to disclose personal information contained in a public register;
or
g) such ancillary orders as NCAT thinks appropriate.
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For more information about seeking an external review including current forms and fees, please
contact the NCAT:
Website: http://www.ncat.nsw.gov.au/
Phone: (02) 9377 5711
Visit/post: Level 9, John Maddison Tower, 86-90 Goulburn Street, Sydney NSW 2000
Informal or alternative review
Individuals aggrieved by our collection or management of personal or health information can also
seek to resolve their grievances in an informal manner. This can include:
a) contacting the Executive Director Corporate Services;
b) contacting the Privacy Commissioner;
c) for employees, through the procedure in the INSW Grievance Policy; or
d) for external persons, through our complaints and enquiries channels (eg, on our website).
If an individual chooses to explore one of these options, they should be aware that the six month
limitation on internal reviews continues to run during an informal or alternative review.

Promotion, use and accessibility of the plan
Initial training
At the commencement of their engagement with INSW, employees, contractors and all other
employees are provided with a copy of the Plan and the Privacy Policy and are informed during
their induction of their responsibilities under the Privacy Act and Health Records Act.
All employees, contractors and all other employees are required to comply with the INSW Code of
Ethics and Conduct that sets out obligations in relation to acting honestly and with integrity,
managing and disclosing conflicts of interest and not disclosing or misusing inside information.
Ongoing training
A copy of the Plan and Privacy Policy is available to all employees on INSW's intranet page and all
employees will be advised of any updates to the Plan and Privacy Policy.
Employees in positions which involve the collection and management of personal and health
information will be provided with training relevant to their particular role.
Questions about personal and health information
Employees who are unsure about their responsibilities regarding the collection and management of
personal and health information should contact the Right to Information Officer or the New South
Wales Information and Privacy Commission.
Distribution of information to the public
INSW may distribute information on personal and health information to the public, including privacy
statements on forms and information available from the New South Wales Information and Privacy
Commission.
INSW's Internet Privacy Policy is available on its internet page.
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Contact details
Infrastructure NSW
Executive Director Corporate Services
Phone: 0418 310 063
Email: janine.lonergan@infrastructure.nsw.gov.au
NSW Privacy Commissioner
NSW Privacy Commissioner
Information and Privacy Commission
Office: Level 5, 47 Bridge Street, Sydney NSW 2000
Post: PO Box R232 Royal Exchange, NSW 2001
Phone: 1800 472 679
Email: ipcinfo@ipc.nsw.gov.au
Web: www.ipc.nsw.gov.au
NCAT
NSW Civil and Administrative Tribunal
Office/post: Level 9, John Maddison Tower, 86-90 Goulburn Street, Sydney NSW 2000
Website: http://www.ncat.nsw.gov.au/
Phone: (02) 9377 5711

Related Documents and Legislation
Related documents:
•

Privacy Policy (see link on INSW website and intranet)

Related legislation:
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•

Privacy and Personal Information Protection Act 1998

•

Health Records and Information Privacy Act 2002

•

Government Information (Public Access) Act 2009
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